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RESEARCH TITLE

Determinants of Information Security Management Effectiveness in
Private Secondary Schools in Madinah: A Field Study in Light of the
Institutional Integration Approach

Abstract

This study aimed to determine the level of information security management effectiveness in
private secondary schools in Madinah, identify the organizational, technical, and human
dimensions most strongly associated with and contributing to its effectiveness, and diagnose
the institutional integration gap as a foundation for developing an integrated, applicable, and
measurable model. The study employed a cross-sectional descriptive-analytical design and
used a Sl-item questionnaire covering eight dimensions. The sample comprised 356
participants, including school leaders, teachers, administrators, information technology
personnel, and technical supervisors. The instrument demonstrated high internal consistency,
with an overall Cronbach’s alpha of 0.979 and coefficients for the individual dimensions
ranging from 0.859 to 0.955. The findings indicated that all dimensions were rated high or
very high. The need for an integrated model ranked first (M = 4.496), followed by
information security management effectiveness (M = 4.269) and technical controls (M =
4.265), whereas policies and procedures ranked relatively last (M = 4.039). Effectiveness
was positively and significantly correlated with policies and procedures (r = 0.679), security
awareness (r = 0.653), and governance (r = 0.623). The multiple regression model explained
57.1% of the variance in effectiveness, with policies and procedures ( = 0.396), governance
(B = 0.301), and security awareness (B = 0.288) emerging as the strongest positive
predictors. Significant differences in overall effectiveness were also found in favor of
participants who had received cybersecurity training. The study concluded that the primary
challenge lies not in the absence of basic controls but in their insufficient integration and
sustainability within a unified institutional cycle. It recommended implementing a phased
model that integrates governance, policies, risks, controls, incidents, training, and
performance indicators, while empirically evaluating the effectiveness of the supporting
EduSec system.

Key Words: Information security; cybersecurity; governance; risk management;
institutional integration; private schools; EduSec.
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