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RESEARCH TITLE

The Digital Consumer’s Right of Access and Right to Object to the
Processing of Personal Data: A Comparative Study

Abstract

This study aims to examine the legal protection afforded to the digital consumer’s right of
access to personal data and right to object to its processing, as two of the most significant
rights enabling consumers to regain control over their data and monitor how such data are
collected, used, and shared within the digital environment. It also seeks to identify the legal
foundations of these rights, define their scope and the conditions and procedures governing
their exercise, and analyze the limitations and exceptions applicable to them, particularly in
light of the multiplicity of entities and digital platforms involved in processing consumer
data. The study adopts analytical and comparative approaches by examining the provisions
of the European Union’s General Data Protection Regulation and the Egyptian Personal
Data Protection Law and comparing them with the Iraqi legislative framework. The findings
indicate that the European regulatory model provides more detailed and effective protection
by ensuring that data subjects receive clear information about their personal data, the
purposes of processing, and the recipients of such data. It also grants them the right to object
to certain forms of processing, particularly direct marketing, profiling, and processing based
on legitimate interests. By contrast, although Egyptian law provides an important basis for
protection, some of its provisions remain broadly formulated and require further clarification
and regulation, while Iraqi legislation lacks a comprehensive legal framework governing the
rights of data subjects and the obligations of data controllers and processors. The study
concludes that the effectiveness of the rights of access and objection cannot be achieved
merely through their legislative recognition. Rather, it requires simplified procedures for
their exercise, mandatory time limits for responding to requests, and the subjection of any
restrictions to the principles of legality, necessity, and proportionality. Decisions rejecting
such requests should also be duly reasoned and subject to complaint and appeal. The study
recommends the enactment of comprehensive Iraqi legislation on personal data protection,
the establishment of an independent supervisory authority, and the obligation of digital
service providers and platforms to offer clear and accessible electronic mechanisms through
which consumers may exercise their rights and obtain protection and compensation in the
event of violations.

Key Words: Digital Consumer; Personal Data; Right of Access; Right to Object; Digital
Processing; Privacy Protection.
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