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RESEARCH TITLE

Procedural Provisions for Combating the Crime of Cyberbullying
Against Juveniles

Abstract

This study aims to examine the procedural provisions for combating the crime of
cyberbullying against juveniles, in light of the legal and technical challenges posed by this
crime, particularly the difficulty of proof, the rapid spread of harmful content, and the
sensitivity of the targeted age group. The study is based on a central problem: the extent to
which existing procedural rules are sufficient to address cyberbullying crimes committed
against juveniles, and their ability to achieve a balance between protecting juveniles,
whether as victims or as parties to the incident, and safeguarding privacy and fair trial
guarantees. The study adopts the descriptive-analytical approach by analyzing relevant legal
texts and jurisprudential opinions concerning communication surveillance and digital
evidence, while also benefiting from the comparative approach in presenting selected
legislative models, particularly those related to the regulation of interception, electronic
surveillance, and the obligations of information service providers. The study addresses two
main themes. The first concerns the provisions governing the surveillance of electronic
communications in cyberbullying crimes against juveniles, in terms of their legality,
conditions, and evidentiary value in criminal proof. The second concerns the obligations and
liability of information service providers in preserving data, cooperating with competent
authorities, monitoring harmful content, and removing it when necessary. The study
concludes that most legislations still lack independent procedural rules that take into account
the specific nature of cyberbullying crimes against juveniles. It also finds that procedures for
collecting digital evidence and monitoring communications require more precise safeguards,
including judicial authorization, defining the scope and duration of surveillance, and
protecting the confidentiality of juveniles’ data. The study further reveals shortcomings in
obligating information service providers to intervene promptly, preserve digital evidence,
and prevent the escalation of harm. The study recommends enacting special procedural
legislation to regulate investigation and proof in cyberbullying crimes against juveniles. It
also recommends obligating digital platforms and service providers to establish urgent
response mechanisms for reporting harmful content, preserving evidence, and cooperating
with judicial authorities, in a manner that ensures effective protection for juveniles in the
digital environment without prejudice to fundamental rights and freedoms.

Key Words: Cyberbullying, Juveniles, Communication Surveillance, Digital Evidence,
Information Service Providers.
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