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RESEARCH TITLE

Means and Procedures of Preliminary Investigation in Cybercrimes

Abstract

This study examines the means and procedures of preliminary investigation in cybercrimes
in light of the rapid development of information and communication technologies, which has
produced new forms of criminal activity characterized by technical complexity and
evidentiary difficulty. The study aims to identify the most important technological tools and
technical skills required to enable investigative authorities to collect, analyze, and preserve
digital evidence in a manner that ensures its integrity and legality. It also seeks to clarify the
preliminary investigation procedures appropriate to the nature of cybercrimes, particularly
interrogation, testimony, the use of technical expertise, search, and seizure. The study adopts
the analytical method by presenting the technical tools and programs used in investigation
and analyzing their role in detecting cybercrimes, while also examining the procedural
framework under Iraqi and Lebanese legislation. The study concludes that investigations
into cybercrimes cannot achieve their objectives by relying solely on traditional methods;
rather, they require specialized technical training for investigators, effective cooperation
with experts, and continuous updating of legislation and technological capabilities. It further
concludes that the integrity of digital evidence is closely linked to adherence to technical and
legal procedures from the moment of seizure until it is presented before the judiciary. The
study recommends training investigative personnel, developing the technical infrastructure
of competent authorities, and adopting modern mechanisms for preserving digital evidence
in a manner that enhances the effectiveness of criminal justice in confronting cybercrimes.

Key Words: Cybercrimes, Preliminary Investigation, Digital Evidence, Electronic Search,
Electronic Seizure, Technical Expertise, Criminal Procedures.
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