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RESEARCH TITLE

The Role of International and National Legislation in Combating
Cyberbullying against Juveniles

Abstract

This study aimed to examine the role of international and national legislation in combating
cyberbullying against juveniles, in light of the new forms of abuse produced by the digital
environment against children’s and juveniles’ dignity, privacy, and psychological well-
being. The study is based on a central problem concerning the extent to which international
and national legal rules are capable of establishing an effective framework to confront this
crime, particularly in the absence of a unified international definition of cyberbullying, the
variation among national legislative policies, and the difficulty of prosecuting cross-border
digital crimes. The study adopted the descriptive-analytical approach to analyze relevant
legal texts and international conventions, in addition to the comparative approach by
examining selected international and national legislative experiences, particularly in Iraq and
Lebanon. It also employed the critical approach to assess the adequacy of the existing legal
protection. The study concluded that international legislation, including the Convention on
the Rights of the Child and its protocols, the Budapest Convention, and the Arab Convention
on Combating Information Technology Crimes, has contributed to establishing a general
framework for protection and international cooperation. However, it still suffers from
shortcomings, particularly weak enforceability and the absence of a specific and
comprehensive definition of cyberbullying against juveniles. The study also revealed that
national legislation, especially in Iraq and Lebanon, often addresses this phenomenon by
classifying it under traditional crimes such as insult, defamation, threats, and violation of
privacy, without independent legal provisions that address the specificity of cyberbullying as
a repeated and complex digital behavior. Furthermore, the study identified practical
challenges related to digital evidence, concealment of the perpetrator’s identity, rapid
deletion of content, determination of judicial jurisdiction, and weak mechanisms for the
immediate protection of juvenile victims. The study recommends enacting special national
legislation that explicitly criminalizes cyberbullying against juveniles, establishing a precise
legal definition of the crime, creating specialized judicial and technical mechanisms for
reporting, investigation, and preservation of digital evidence, and adopting a balanced
approach that combines deterrence, victim protection, rehabilitation of juvenile offenders,
and strengthened international cooperation to address the cross-border nature of this crime.

Key Words: Cyberbullying, Juveniles, Cybercrimes, International Legislation, Legal
Protection.
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