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RESEARCH TITLE

The Effects of Using Artificial Intelligence in International Crimes

Abstract

This study examines the effects of using artificial intelligence in international crimes in light
of the technological developments that have produced new criminal patterns exceeding the
traditional limits of crime in terms of methods, scope, and difficulty of prosecution. The study
aims to identify the forms in which artificial intelligence is employed in committing crimes of
an international dimension, whether by states through cyberattacks, espionage, fraud, and
electronic theft, or by individuals through threats, extortion, and violations of personal data.
The study adopts the descriptive analytical method by analyzing the nature of these crimes
and their legal and security implications, while highlighting the shortcomings of traditional
legislative frameworks in confronting smart transnational crimes. The study concludes that
artificial intelligence has become an effective tool in developing criminal methods and
increasing their seriousness, as it gives perpetrators greater ability to conceal their identities,
analyze data, penetrate systems, and carry out attacks through complex methods that are
difficult to detect using traditional means. The study also shows that the transnational nature
of these crimes raises fundamental challenges related to jurisdiction, the collection of digital
evidence, and the determination of criminal liability. It recommends updating national
legislation, establishing clear legal frameworks for the use of artificial intelligence,
strengthening international cooperation in combating cybercrime, and developing regulatory
and technical mechanisms capable of early detection of the misuse of these technologies, in a
way that balances the benefits of artificial intelligence with the protection of state security and
individual rights.

Key Words: Artificial Intelligence; International Crimes; Cybercrime; Cyber Espionage;
Electronic Extortion; Personal Data Protection.
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