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Abstract

This study examines the challenges facing international law in protecting personal data amid
rapid digital transformation and the cross-border nature of data flows. It highlights that the
current international legal framework remains fragmented and lacks a unified, binding
definition and comprehensive global regulation of personal data, resulting in uneven levels
of protection and widening regulatory gaps that can be exploited by cross-border actors. The
study also shows that fast-paced technological developments—particularly artificial
intelligence, big data analytics, cloud computing, and the Internet of Things—have
intensified risks related to data collection, processing, and transfer, thereby widening the gap
between practical realities and the capacity of traditional international legal rules to keep
pace. In addition, the study addresses legal and institutional challenges, most notably the
lack of harmonization between national laws and international standards, the complexities of
cross-border judicial cooperation and digital evidence sharing, and the shortcomings of
international enforcement and oversight mechanisms. This is further compounded by the
absence of an effective, binding accountability system for both states and non-state actors,
especially major digital companies. The study concludes by emphasizing the need to
strengthen international cooperation, build capacity in developing countries, and work
toward a comprehensive and binding international agreement that establishes unified
standards and flexible, updatable enforcement and monitoring mechanisms—balancing
digital innovation with the protection of privacy and personal data.

Key Words: Personal data protection; International law; Digital privacy; Cybersecurity;
Artificial intelligence; Enforcement mechanisms.
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