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RESEARCH TITLE

Legal Protection in Electronic Sales Contracts

Abstract

This study examines the scope of legal protection in electronic sales contracts, arguing that
“defects” extend beyond the physical qualities of digital or tangible goods to encompass
every stage of the online contracting process—negotiation, formation, performance, and
electronic payment. The research problem arises from the absence of specific provisions on
electronic sales in Iraq’s legal framework (civil code, Consumer Protection Law 2010, and
the Electronic Signature and E-Transactions Law No. 78/2012). Accordingly, the study
investigates the extent and direction of buyer protection under Iraqi, Egyptian, and Lebanese
law. Using an analytical, comparative methodology grounded in statutes, case law, and
doctrine, the study focuses on two pillars: (1) security of electronic payment and (2)
mechanisms for resolving defect-related disputes. Findings show that despite their
efficiency, electronic payment methods are vulnerable to cybercrimes (intrusion, fraud, data
manipulation), necessitating a blend of technical and legislative safeguards. A cross-
jurisdictional reading reveals differences in how offenses and penalties are framed: Egypt
relies on the Electronic Signature Law No. 15/2004 and the Cybercrime Law No. 175/2018;
Lebanon typifies and penalizes acts with greater granularity; Iraq consolidates cyber
offenses in a unified statute. For defect disputes, the governing-law analysis confirms the
primacy of party autonomy (the “law of the will”) in international/e-contracts, subject to
public-order limits and the immovables exception; the ‘“dual-determination” approach—
combining party choice with judicial gap-filling where no choice exists—best fits e-
commerce realities. The study also highlights online dispute resolution and electronic
arbitration as fast, fit-for-purpose avenues, provided reliable electronic writing,
confidentiality, and clear procedural rules via specialized arbitration centers. The
conclusions recommend harmonizing Arab e-transaction frameworks, criminalizing
deceptive online advertising, limiting certification of e-signatures to licensed providers, and
fostering sector-specific e-arbitration centers for defects arising in electronic sales.

Key Words: Electronic sale; Hidden and apparent defects; Payment security; Party
autonomy (law of the will); Conflict of laws; Electronic arbitration.
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