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Abstract

This study explores the role of school leadership in promoting digital citizenship in
Lebanese schools, focusing specifically on the perceptions, practices, and challenges faced
by school principals in Beirut. Grounded in the Digital Citizenship Education (DCE)
framework and Ribble’s nine elements, the research adopts a mixed-methods design. The
study drew on two data sources: 42 participants completed the survey, and 6 school
principals participated in semi-structured interviews to provide qualitative insights,
representing both public and private schools in Beirut. Quantitative results revealed limited
familiarity with digital citizenship concepts and inconsistent implementation across school
levels. Thematic analysis of interviews showed significant gaps in awareness, policy
guidance, and curricular integration, particularly in public schools. Despite recognizing the
urgency of addressing students' digital behavior, principals reported limited systemic action
due to lack of training, leadership agency, and institutional support. The findings highlight
the need for national policy frameworks, capacity building, and school-wide strategies to
foster safe, ethical, and participatory digital environments.
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1. Introduction

In today's digital age, technology is integral to daily life, influencing communication, entertainment,
and education (Shal, El Kibbi, Ghamrawi, & Ghamrawi, 2018). Students, often termed "digital
natives," are proficient with digital platforms yet frequently lack awareness of online risks and ethical
considerations (James et al., 2010). This underscores the necessity for schools to actively promote
digital citizenship by integrating responsible technology use into their curricula. However, many
educational institutions have not fully embraced this responsibility (Orth & Chen, 2013).
School principals, as educational leaders, play a pivotal role in shaping students' digital behaviors.
Their knowledge, perceptions, and practices are crucial in fostering environments that emphasize
ethical technology use (Hollandsworth, Dowdy, & Donovan, 2011). Without strong leadership,
efforts to promote digital citizenship may remain fragmented, leaving students unprepared for the
challenges of the digital world.
In Lebanon, particularly within Beirut's schools, the integration of digital tools has become
increasingly prevalent. Recurring crises—such as economic instability, political turmoil, and the
COVID-19 pandemic—have necessitated the adoption of online and blended learning models to
ensure educational continuity (Save the Children, 2021; World Bank, 2021). Despite this increased
reliance on digital platforms, there is a notable absence of structured digital citizenship education.
School principals often face challenges in implementing these concepts due to limited training,
resources, and self-efficacy Ghamrawi (2018).
The lack of structured digital citizenship education in Lebanese schools, coupled with insufficient
research and training for school principals, impedes the promotion of responsible technology use
among students.
This study aims to address this issue by exploring the following research questions:

1. What is the level of knowledge that school principals possess about digital citizenship?

2. How do school principals perceive their role in fostering digital citizenship?

3. What practices do school principals implement to promote digital citizenship?

4. What challenges do school principals encounter in integrating digital citizenship?
By examining these questions, the research seeks to provide insights that can inform policy
development and enhance training programs, ultimately fostering a healthier digital learning
environment in Lebanese schools.

1.1 Research Objectives:

This study aims to explore the role of school principals in fostering digital citizenship within
Lebanese schools in Beirut by examining their knowledge, perceptions, practices, and challenges
related to digital citizenship. The research seeks to provide insights that can inform educational
policies and leadership training programs to enhance digital citizenship implementation in schools.

1.1.1 Primary Objective:

To investigate how school principals understand, perceive, and implement digital citizenship within
their schools and to identify the challenges and opportunities associated with its integration.

1.1.2 Specific Objectives:

1. To assess school principals' understanding of digital citizenship, including its principles,
significance, and components

2. To explore principals' attitudes toward the importance of digital citizenship and their
perceived role in promoting it within their schools

3. To identify the strategies and initiatives school principals implement to encourage responsible
and ethical digital engagement among students and staff

4. To examine the challenges principals encounter in integrating digital citizenship and the
potential strategies they employ to overcome these obstacles.
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1.2 Significance of Study

In today’s digital world, students are growing up surrounded by technology, it's part of how they
learn, communicate, and make sense of the world. But being tech-savvy doesn’t always mean they
know how to use digital tools wisely or ethically. That’s where schools come in. By integrating
digital citizenship into the classroom, we help students not just stay safe online but also become
critical thinkers and respectful members of the digital community (American University, 2020). This
study seeks to highlight how schools can take meaningful steps to support students in becoming
responsible digital citizens—not just as an add-on, but as part of their everyday learning.

At the heart of these efforts are school principals. Their leadership sets the tone for the entire school,
including how technology is used and what kind of digital habits are encouraged. Principals are in a
unique position to model and support positive digital behavior, create policies that matter, and guide
their teams through ever-changing technological challenges. This research digs into how principals
see their role when it comes to digital citizenship, and what they’re already doing, or wish they could
do better. The goal is to give school leaders practical insight into shaping a digital culture that aligns
with their school’s values and goals (PowerSchool, 2021).

But the impact of this work reaches far beyond the school walls. As our lives become increasingly
connected online, it’s more important than ever to raise a generation that knows how to engage
thoughtfully and ethically in digital spaces. Teaching students about digital citizenship helps prevent
issues like cyberbullying, misinformation, and online manipulation; issues that affect not just the
youth but entire communities. By sharing insights from this research, we hope to support educational
leaders and policymakers in creating environments where students aren’t just passive users of
technology, but informed, empowered, and ethical digital citizens (Nearpod, 2023).

2. Review of Related Literature

2.1 Digital Natives and the Importance of Promoting Digital Citizenship

In today's educational landscape, students are often referred to as "digital natives" due to their
inherent familiarity with technology and digital communication tools. This generation, primarily
comprising individuals born from 2002 to 2010, has been immersed in digital environments from a
young age, significantly influencing their learning preferences and interactions within educational
settings (lyici & Kutoglu Kurug, 2023).

Despite their adeptness at navigating digital platforms, digital natives often exhibit a gap between
their technical skills and the effective application of these tools for academic purposes. Studies
indicate that while a significant portion of these students feel capable of using technology
independently, they may not fully leverage these skills in educational contexts (Toth et al., 2022).
This discrepancy underscores the necessity for targeted educational strategies that not only
incorporate technology but also guide students in its purposeful application for learning.

The integration of digital citizenship education (DCE) into school curricula emerges as a critical
response to this challenge. Digital citizenship encompasses the responsible and ethical use of
technology, empowering students to navigate the digital landscape safely and thoughtfully.
Implementing DCE fosters critical thinking, enhances online safety, and promotes respectful digital
interactions, thereby preparing students to engage constructively in an increasingly digital society
Senos et al. (2024).

However, the successful promotion of digital citizenship extends beyond curriculum design; it
necessitates the active involvement of educational leaders. School principals play a pivotal role in
shaping the digital culture of their institutions. Their perceptions, knowledge, and practices directly
influence the implementation of digital citizenship initiatives. By fostering an environment that
prioritizes ethical technology use, principals can bridge the gap between students' digital proficiencies
and their responsible application in academic and social contexts (Hollandsworth, Dowdy, &
Donovan, 2011).

In the context of Lebanese public schools, particularly in Beirut, the integration of digital tools has
become increasingly prevalent, especially in response to recurring crises necessitating online and
blended learning models (Save the Children, 2021; World Bank, 2021). Despite this increased
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reliance on digital platforms, there is a notable absence of structured digital citizenship education.
School principals often face challenges in implementing these concepts due to limited training,
resources, and self-efficacy Ghamrawi (2018).

Addressing these challenges requires a comprehensive understanding of the current landscape of
digital citizenship education within these schools.

2.2 Domains of Digital Citizenship

Digital citizenship encompasses key competencies that enable individuals to engage responsibly and
ethically in the digital world. Two widely recognized frameworks, the Council of Europe’s Digital
Citizenship Education (DCE) domains (2020) and Ribble’s (2012) nine elements of digital
citizenship, provide a structured approach for fostering responsible digital behaviors in education.
1. The Digital Citizenship Education (DCE) Framework:
The Council of Europe (2020) classifies digital citizenship into three categories:
e Being Online: Focuses on access and inclusion, learning and creativity, and media
literacy, ensuring equitable digital participation and critical engagement.
e Wellbeing Online: Covers ethics and empathy, digital health, and ePresence, promoting
responsible online interactions and well-being.
e Rights Online: Includes active participation, privacy and security, and consumer
awareness, emphasizing the balance between digital rights and responsibilities.
2. Ribble’s (2012) Nine Elements of Digital Citizenship:
Ribble (2012) categorizes digital citizenship into three domains:
e Respect Yourself and Others: Includes digital access, etiquette, and law, focusing on
ethical behavior and legal responsibilities.
e Educate Yourself and Others: Covers digital commerce, communication, and literacy,
emphasizing informed and responsible digital engagement.
e Protect Yourself and Others: Addresses digital rights, health, and security, ensuring
digital safety and well-being.
3. Digital Citizenship in Education
Both frameworks highlight the need for structured digital citizenship education in schools (Fong,
2015). School principals play a crucial role in shaping policies that equip students with essential
digital skills. In Lebanese public schools, where digital learning has expanded due to recurring crises,
structured digital citizenship programs are critical (World Bank, 2021). Understanding principals'
challenges and perspectives will help develop effective policies and training programs that foster
responsible digital engagement.

2.3 The Role of School Leadership in Promoting Digital Citizenship

The role of school leadership in fostering digital citizenship is critical, encompassing ethical
technology use, critical awareness, and policy implementation. School leaders shape a culture of
responsible digital engagement, ensuring students navigate online spaces safely and ethically.
Educational leaders are responsible for embedding technology ethics into school practices, guiding
students to use technology responsibly and avoid misuse (Baydar, 2022). They play a key role in
raising awareness of digital actions’ consequences, such as cyber-plagiarism and misinformation, and
promoting critical thinking skills necessary for ethical digital interactions (Vicente & Meirinhos,
2023).

School-based initiatives, when led by proactive school leaders, effectively promote digital citizenship
by fostering critical awareness, self-reflection, and behavioral change ("School-Based Initiatives
Promoting Digital Citizenship and Healthy Digital Media Use", 2022). Leaders facilitate the
integration of technology in classrooms, aligning with policies that support democratic values and
responsible technology use (Moyle, 2014).

Despite their pivotal role, school leaders face challenges such as varying levels of technological
competence among educators and the need for ongoing professional development to keep up with
evolving digital landscapes. Addressing these challenges requires continuous support and training to
ensure leaders can effectively champion digital citizenship initiatives in their schools.
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2.4 Best Practices of School Leadership in Promoting Digital Citizenship

Effective school leadership is essential for fostering a culture of responsible technology use and
ensuring that digital citizenship is a core component of education. Best practices in this area involve
establishing clear goals, integrating digital citizenship into the curriculum, and fostering a supportive
environment that encourages ethical digital engagement.

School leaders should set explicit objectives for digital citizenship education, aligning them with
broader educational goals. This includes promoting safe and responsible technology use and ensuring
that students understand their digital rights and responsibilities (Baydar, 2022). Clear policies on
ethical online behavior, cyberbullying prevention, and data privacy help establish a structured
approach to digital citizenship.

Digital citizenship should be embedded across various subjects rather than treated as a separate
module. Scenario-based learning, interactive games, and project-based activities can help students
critically analyze digital interactions and reflect on their technology use ("School-Based Initiatives
Promoting Digital Citizenship and Healthy Digital Media Use", 2022). Programs that emphasize
critical thinking, media literacy, and online ethics enable students to make informed decisions in
digital spaces.

A school culture that embraces innovation and adaptability is key to effective digital citizenship
education. School leaders should encourage students to engage with technology responsibly while
supporting teachers through training programs on digital literacy and online safety (Hasanah &
Yusoff, 2024). Professional development for educators strengthens their ability to guide students
effectively, ensuring that digital citizenship principles are consistently reinforced (Al-Ghamdi & Al-
Areefi, 2023).

While these best practices provide a strong foundation, challenges such as varying levels of digital
literacy among educators and students may hinder implementation. Addressing these disparities
through inclusive policies, targeted training, and accessible digital resources is essential for fostering
a safe and responsible digital learning environment.

2.5 Challenges School Leaders Face in Promoting Digital Citizenship

School leadership faces significant challenges in promoting digital citizenship, primarily due to a lack
of knowledge and resources, as well as the need for a more inclusive approach. Many school leaders
struggle with an insufficient understanding of digital tools and their application in educational
settings, which hampers effective planning and engagement in digital citizenship initiatives (Johari et
al., 2023). Additionally, traditional views of citizenship often emphasize compliance over critical
engagement, potentially alienating students with diverse needs, such as those with disabilities (Rice &
Dunn, 2023). The pandemic has further highlighted social inequalities, necessitating a re-evaluation
of educational practices to foster digital literacy and citizenship that empower all students,
particularly those in vulnerable situations (Monteiro et al., 2022). Moreover, existing policies often
fail to adequately connect technology use with democratic values, leaving school leaders without
clear guidance on integrating these concepts into their curricula (Moyle, 2014). Thus, a critical and
inclusive framework for digital citizenship is essential for effective school leadership in the digital
age (Fonseca & Bettencourt, 2020).

2.6 Keywords and Key Concepts

Digital Citizenship: The responsible and ethical use of digital technology, including online behavior,
digital rights, and responsibilities, as well as the skills needed to navigate digital environments safely
and effectively (Ribble, 2012).

School Leadership: The role of school principals and administrators in guiding, implementing, and
shaping educational policies and school culture, including the promotion of digital citizenship
(Baydar, 2022).

Digital Natives: A generation of individuals who have grown up with digital technology and are
naturally proficient in using it yet may lack critical thinking skills for ethical online engagement
(Prensky, 2001; lyici & Kutoglu Kurug, 2023).

Digital Literacy: The ability to access, evaluate, create, and communicate information using digital
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technologies, including media literacy and online critical thinking skills (Toth et al., 2022).
Technology Ethics: The moral principles and guidelines that govern responsible digital behavior,
including privacy, security, and respect for intellectual property (Vicente & Meirinhos, 2023).

Digital Access: The equitable opportunity for individuals to participate in digital environments,
ensuring that students and educators have the necessary tools and internet access to engage in
learning (Council of Europe, 2020).

Digital Security & Privacy: The measures taken to protect personal information and online
interactions, including data protection, cybersecurity, and safe digital practices (Fonseca &
Bettencourt, 2020).

Media and Information Literacy: The ability to critically analyze digital content, recognize
misinformation, and engage with digital media responsibly (Senos et al., 2024).

Ethics and Empathy in Digital Spaces: The ability to recognize the feelings and perspectives of
others while engaging in online interactions, fostering positive and respectful digital communication
(Hasanah & Yusoff, 2024).

Digital Wellbeing: The awareness and management of physical and psychological health in digital
spaces, including screen time management, cyberbullying prevention, and online mental health
support (Monteiro et al., 2022).

Policy Implementation in Digital Education: The process of developing and enforcing school
policies that promote digital literacy, ethical online behavior, and responsible technology use (Moyle,
2014).

Active Participation in Digital Spaces: Engaging in online communities and discussions while
understanding democratic values, digital activism, and ethical responsibilities (Council of Europe,
2020).

Blended Learning and Digital Integration: A teaching approach that combines face-to-face
instruction with digital tools and online learning experiences to enhance educational outcomes
(Karasova & Doty, 2024).

3. Methodology
3.1 The Sample

This study was conducted with a random sample of school principals from both public and private
schools located within the Beirut governorate. The sample was selected to ensure representation from
different educational contexts and governance structures. The inclusion of both sectors aimed to
provide a balanced view of school leadership practices regarding digital citizenship across diverse
institutional settings in Lebanon.

A total of 60 digital surveys were distributed via email and school networks, accompanied by a cover
letter detailing the purpose of the study, guaranteeing confidentiality, and explaining the voluntary
nature of participation. Out of the 60 surveys sent, 45 responses were returned, and 42 were
considered valid and complete for analysis. Three responses were excluded due to incomplete
answers. The final sample thus consisted of N = 42 school principals randomly selected from both
public and private schools in Beirut.

3.2 The Research Instruments

The study employed a mixed-methods approach, utilizing both a structured survey and a semi-
structured interview to gather quantitative and qualitative data, respectively. The survey instrument
was based on the widely recognized Digital Citizenship framework by Ribble (2012), which
organizes digital citizenship into nine elements distributed across three major domains: (1) Respect
Yourself and Others, (2) Educate Yourself and Others, and (3) Protect Yourself and Others.

The adapted questionnaire consisted of statements rated on a four-point Likert scale: “Rarely” (1),
“Sometimes” (2), “Often” (3), and “Frequently” (4). These statements assessed principals’
perceptions and reported practices related to each of the digital citizenship domains. In addition to the
main scale items, the survey included a section for demographic information, requesting participants
to report their age, gender, highest academic qualification, school type (public or private), school
level (elementary, middle, secondary, or mixed), and awareness of the concept of digital citizenship.
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To ensure the validity of the instrument, the survey was piloted with a small group of six school
principals (three from public schools and three from private schools in Beirut) who were not part of
the final sample. Based on the feedback obtained during this pilot phase, several items were revised to
enhance clarity and contextual appropriateness. Furthermore, the revised instrument was reviewed by
two university professors specialized in educational leadership and ICT in education. Their expert
feedback led to the refinement of certain terms and ensured that the items accurately captured the
constructs intended.

Complementing the survey, a semi-structured interview guide was developed to further explore
school leaders' perceptions and real-life practices related to digital citizenship. The interviews focused
on four main domains: awareness and understanding of digital citizenship, practices of
implementation, challenges and barriers, and leadership roles. Six school principals were purposively
selected from the survey participants to participate in virtual interviews conducted via Microsoft
Teams. These sessions were recorded, transcribed, and analyzed thematically.

3.3 Methods of Data Analysis

Quantitative data collected through the survey were analyzed using SPSS version 25. Descriptive
statistics, including means, standard deviations, and frequency distributions, were computed for each
item and domain. Additionally, comparative analysis was conducted to examine any observable
differences between public and private school settings in terms of digital citizenship practices.
Thematic analysis was applied to the qualitative data obtained from the interviews. The transcriptions
were coded manually, and emerging themes were identified and categorized. The findings from the
interviews were used to support and contextualize the quantitative data, thereby contributing to a
deeper understanding of the leadership dynamics at play.

All participants provided informed consent, and data confidentiality was strictly maintained
throughout the study.

4.1 Quantitative Results
4.1.1 Demographic Data

The sample consisted of 38.1% males and 61.9% females, indicating a greater representation of
female principals in the study. The majority of participants (47.6%) were within the 40-49 age group,
followed by 28.6% aged 50 and above, and 23.8% aged 30-39.

In terms of educational qualifications, the majority held a Master's degree (59.5%), while 26.2% had
a Bachelor's degree, and 14.3% held a Doctorate. Regarding the type of school, 54.8% of the
principals worked in public schools, whereas 45.2% were affiliated with private schools, offering a
balanced insight into both sectors within Beirut.

As for the school level, 38.1% of the respondents were leading elementary schools, followed by
33.3% in middle schools, and 28.6% in secondary schools. This diversity in school levels ensures a
broad perspective across educational stages.

The demographic characteristics of the participants are summarized in Table 1 below.

Table 1. Demographic Characteristics of Participants (N = 42)

Variable Category Percentage (%)
Gender Male 38.1%

Female 61.9%
Age Group 30-39 23.8%

4049 47.6%

50+ 28.6%

Educational Qualification Master’s degree 59.5%

Bachelor’s degree  26.2%

Doctorate 14.3%
School Type Public 54.8%
Private 45.2%
School Level Elementary 38.1%
Middle 33.3%
Secondary 28.6%
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4.1.2 Familiarity with the Term " Digital Citizenship"

Participants were asked whether they were familiar with the term digital citizenship. The responses
showed that the majority (45.2%) selected “Maybe,” indicating uncertainty or partial familiarity with
the concept. This was followed by 33.3% who responded “No,” suggesting a significant lack of
awareness among school principals. Only 21.4% of respondents indicated that they were clearly
familiar with the term by selecting “Yes.” This result, as shown in Table 2, reveals a noticeable gap in
the foundational understanding of digital citizenship among school leadership in Beirut, which may
impact the depth and quality of implementation of related practices in schools.

Table 2. Familiarity with the Term “Digital Citizenship” (N = 42)

Response Option Frequency Percentage

Yes 9 21.4%
No 14 33.3%
Maybe 19 45.2%

4.1.3 Digital Citizenship Domains
4.1.3.1 Domain 1: Respect Yourself and Others

This domain evaluates leadership practices related to Digital Access, Digital Etiquette, and Digital
Law, with a focus on promoting ethical and inclusive digital environments in schools.

The most frequently practiced behavior was educating students about cyberbullying and respectful
digital presence, with 47.6% of school principals selecting “Frequently.” This indicates a strong and
consistent commitment among school leaders to address online safety and student well-being. The
standard deviation (SD = 0.97) is relatively low, indicating consistency across responses and
suggesting shared practices across different school types.

Similarly, promoting ethical online behavior and respectful communication demonstrated strong
engagement, with 40.5% reporting “Frequently” and 33.3% “Often.” The slightly higher SD (1.03)
implies moderate variation, possibly reflecting differences in how digital etiquette is embedded across
school cultures.

Ensuring equitable access to digital resources was less frequently practiced, with only 28.6%
selecting “Frequently.” The distribution of responses across categories (14.3% “Rarely,” 21.4%
“Sometimes,” 35.7% “Often”) led to a standard deviation of 1.02, suggesting that access to digital
tools and connectivity remains inconsistent. This could point to infrastructure gaps or funding
discrepancies, especially between public and private institutions.

The lowest-rated practice in this domain was enforcing school policies regarding digital law,
including issues such as plagiarism and intellectual property rights. Only 31.0% selected
“Frequently”, and 19.0% “Sometimes.” This relatively low implementation rate, coupled with a
standard deviation of 0.99, suggests significant variation in how digital law is approached. These
findings may indicate a lack of standardized policies or unequal application of existing rules,
potentially more pronounced in public schools, where regulatory frameworks may be less developed
or inconsistently enforced.

These findings, detailed in Table 3, point to a strength in awareness and behavior-related
interventions but highlight a clear area for improvement in policy enforcement and equitable digital
access—both essential for responsible digital citizenship.

Table 3. Domain 1 — Respect Yourself and Others (N = 42)

Statement R(@) |[S2) |O0@3) |F4 |SD

1. I ensure that all students and staff have equitable | 14.3% | 21.4% | 35.7% | 28.6% | 1.02
access to digital resources.
2. I promote ethical online behavior and respectful | 9.5% | 16.7% | 33.3% | 40.5% | 1.03
digital communication among students.
3. I educate students about cyberbullying and the | 7.1% | 11.9% | 33.3% | 47.6% | 0.97
importance of maintaining a respectful digital
presence.

4. I enforce school policies regarding digital law | 11.9% | 19.0% | 38.1% | 31.0% | 0.99
(e.g., plagiarism and intellectual property rights).
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4.1.3.2 Domain 2: Educate Yourself and Others

This domain explores school leaders’ practices in promoting digital literacy, responsible online
communication, and awareness of digital commerce. The data reflects strong engagement in the
digital teaching domain overall, yet there are distinct disparities between public and private schools,
and across school levels.

The most consistently implemented practice was encouraging the use of technology for educational
purposes, with 52.4% of principals selecting “Frequently.” This practice was more common in private
and secondary schools, which often have greater access to digital infrastructure and resources. The
standard deviation (SD = 0.85) suggests relatively consistent implementation across the sample,
though slightly more aligned within private settings.

Support for digital literacy programs also received strong endorsement, with 47.6% selecting
“Frequently” and 31.0% “Often.” Notably, this support was higher in private schools, where digital
literacy is often embedded into the curriculum and supported by updated educational tools. In
contrast, public schools, especially elementary schools, reported lower frequency of implementation.
The moderate SD = 0.87 highlights some variation across school types, suggesting uneven
implementation influenced by resources or curriculum structure.

However, guidance on digital commerce received lower ratings, with only 16.7% selecting
“Frequently”. This topic appears more frequently addressed in secondary private schools, where
students are older and more likely to engage in online purchasing. Public and elementary schools
reported less emphasis on this domain. The higher SD = 1.10 reflects this inconsistency and
fragmentation in practice.

Critical media literacy discussions, which are vital in combating misinformation, also showed lower
engagement, with 21.4% “Frequently” and 28.6% “Often.” Again, private and secondary schools
were more proactive in tackling this issue, while public and elementary schools reported limited
attention. The SD = 1.12—the highest in this domain—reinforces the disparity in implementation and
suggests the need for stronger integration across all school types.

These findings, summarized in Table 4, suggest that private and secondary schools lead in integrating
this domain, while public and elementary schools lag behind, particularly in digital commerce and
media literacy. This gap underscores the importance of capacity-building efforts, especially in public
elementary schools, to ensure equitable digital literacy for all students.

Table 4. Domain 2 — Educate Yourself and Others (N = 42)

Statement R(@1) [S2) |O0@3) |F4 |SD

5. I encourage students and teachers to use technology for | 7.1% | 14.3% | 26.2% | 52.4% | 0.85
educational purposes effectively.

6. I support the integration of digital literacy programs in my school. | 4.8% | 16.7% | 31.0% | 47.6% | 0.87

7. 1 provide guidance on safe online transactions and digital | 14.3% | 38.1% | 31.0% | 16.7% | 1.10
commerce awareness.

8. I facilitate discussions on critical media literacy to help students | 16.7% | 33.3% | 28.6% | 21.4% | 1.12
evaluate online information.

4.1.3.3 Domain 3: Protect Yourself and Others (Digital Rights & Responsibilities, Health, and
Security)

This domain exhibited the lowest levels of implementation among all four domains, underscoring
significant gaps in policy enforcement, leadership attention, and professional development concerning
digital safety, student well-being, and cybersecurity. The responses indicate systemic shortcomings in
both public and private schools, but particularly in public institutions where infrastructure and
training are more limited.

The most addressed area in this domain was promoting awareness of students' digital rights and
responsibilities, though still underwhelming, only 28.6% selected “Frequently”, and 26.2% “Often”,
while 31.0% chose “Sometimes”. The standard deviation (SD = 1.08) suggests varied practices
among school types, with private secondary schools reporting higher engagement.

Cybersecurity and data privacy education revealed a critical weakness, with 28.6% of principals
selecting “Rarely” and 23.8% “Sometimes”—a combined 52.4% showing minimal implementation.
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Only 21.4% indicated “Frequently”, and the SD = 1.17 confirms wide inconsistencies across schools.
Public schools notably lack clear guidelines, technical capacity, and allocated time to address
cybersecurity topics, leaving both staff and students vulnerable.

The item on students’ mental and physical well-being in digital environments performed even more
poorly. A striking 33.3% selected “Rarely”, and only 14.3% said “Frequently”. The high SD of 1.22
reflects a serious disparity, particularly in elementary and public schools, where digital safety is often
absent from the core strategy, and screen time regulation is not enforced.

Lastly, collaborative efforts with teachers to embed digital safety into the curriculum also fared
poorly. Only 19.0% selected “Frequently”, while 31.0% selected “Sometimes”, and 28.6% “Rarely.”
The SD = 1.14 further reflects inconsistent practices and a lack of national curriculum alignment,
especially in public schools, where principals expressed limited authority to adapt curricula or
implement cross-cutting safety themes.

These findings, detailed in Table 5, point to a critical and urgent need for policy development, staff
training, and resource allocation. Without a consistent digital code of conduct, investment in digital
wellness, or a national strategy for cyber hygiene, students’ rights and well-being remain exposed—
particularly in lower-resourced public schools and at early education levels.

Table 5. Domain 3 — Protect Yourself and Others (N = 42)

Statement R (1) (SZ) O@B) |[F4 |SD
9. I promote awareness of students' digital rights and | 16.7% | 31.0% | 26.2% | 28.6% | 1.08

responsibilities.

10. I educate staff and students on data privacy and cybersecurity. | 28.6% | 23.8% | 26.2% | 21.4% | 1.17

11. I take measures to ensure students’ mental and physical well- | 33.3% | 35.7% 16.7% | 14.3% | 1.22
being in digital spaces.

12. I collaborate with teachers to incorporate digital safety into the | 28.6% | 31.0% | 21.4% | 19.0% | 1.14
curriculum.

4.2 Qualitative Results: Thematic Analysis of Semi-Structured Interviews

QverVieW o . Awareness
Six school principals, 3 from public schools and 3

from private schools in Beirut, participated in semi-
. . . . . — - Implementation
structured virtual interviews (30—45 minutes each via Digital Citizenship
Microsoft Teams). As illustrated in Figure 1, the Leadership in Beirut
. . . . Schools
study categorizes findings into four interrelated Barriers
dimensions.
. .. Figure T Key Dimensions of Digital Citizenshi,
4.2.1 Awareness and Understanding of Digital J yLeade:sh:’p in Schgm P
Citizenship

Across both public and private schools, principals acknowledged the growing relevance of digital
behavior in education. However, their understanding of "digital citizenship" was fragmented and
often superficial. Many equated the term with polite online behavior, safe device usage, or social
media manners. There was little mention of broader and more complex aspects like students’ digital
rights, legal responsibilities, or media literacy. This conceptual ambiguity was especially pronounced
among public school principals, who tended to express uncertainty or partial recognition of the term.
In contrast, private school leaders appeared more confident and tied the concept to values like ethics
and responsibility. The findings echo the survey data, where only a small fraction of participants
reported full familiarity with the term. This confusion at the conceptual level limits how school
leaders can meaningfully engage with digital citizenship in terms of curriculum development, staff
training, or policy implementation. Without a shared, comprehensive understanding, efforts risk
remaining fragmented and reactionary.

"I’ve heard the term once or twice, but I’'m not sure what it includes. Is it about using devices safely?"
— Principal C, Public School

"For us, it mostly means teaching students not to post harmful things online and to be respectful." —
Principal B, Private School

Page | 533 Humanities and Natural Sciences Journal Maysaa Nimer. October, 2025 www.hnjournal.net



HNSJ Volume 6. Issue 10

4.2.2 Practices of Implementation — Uneven and Event-Driven

While some private schools had launched structured programs around digital safety and awareness,
such as theme weeks or integrated classroom discussions, many public schools relied on reactionary
measures, often triggered by incidents like cyberbullying. This disparity in implementation reflects
broader systemic gaps between the two sectors. Even in schools that had some activities in place,
efforts were typically driven by individual enthusiasm rather than strategic, school-wide planning.
Few had embedded digital citizenship meaningfully into the formal curriculum. These observations
align with the survey results, where certain areas like digital literacy had moderate coverage, but
others, such as media literacy, cybersecurity, or digital commerce, remained notably weak. The lack
of continuity and coordination makes school initiatives fragile, especially when they depend on
specific staff members. A clear framework, embedded in curriculum scope and sequence, is necessary
for digital citizenship education to be sustainable and impactful.

"We run a digital awareness week every semester, involving students and parents. We also teach
about fake news in our media class." — Principal A, Private School

"We had a session about cyberbullying last year, but it wasn’t regular. It happened after a case in
Grade 8." — Principal E, Public School

4.2.3 Challenges and Barriers

Despite the recognition of digital citizenship as a growing concern, principals across the board
highlighted major challenges preventing its effective implementation. A widespread lack of training,
limited access to national guidance, and overwhelming curriculum demands made it difficult for
schools to prioritize digital citizenship. Many principals, especially in public schools, had received no
training whatsoever on digital topics and felt unprepared to lead or support staff in this area. The
absence of official frameworks left them relying on intuition or ad hoc measures. Teachers were often
reluctant or too overburdened to take on additional responsibilities, particularly in systems already
dominated by exam preparation and overloaded schedules. Moreover, protection and well-being
measures—such as managing screen time or supporting students with online stress and anxiety—were
found to be inconsistently addressed or not addressed at all. This reflects the low implementation
scores seen in the survey’s protection domain. Even with strong intentions, principals lacked the
tools, training, and time to turn awareness into structured school-wide action.

"I’ve never had training on digital topics. I just guide teachers based on what seems right." —
Principal D, Public School

"It would help to have guidelines from the Ministry or some external support. We’re doing our best,
but it's scattered." — Principal F, Private School

"Teachers feel overwhelmed. If T don’t make it easy and ready for them, they won’t do it." —
Principal B, Private School

"Our curriculum is already full. Where can we fit this?" — Principal C, Public School

4.2.4 Leadership Roles and Institutional Realities

Principals expressed a clear sense of responsibility for promoting digital citizenship in their schools,
yet their ability to act varied significantly based on institutional contexts. Private school leaders
tended to adopt more proactive stances, seeing themselves as change agents who could initiate new
programs and empower staff. In contrast, public school principals described a more constrained
reality, where they needed administrative directives or ministry-issued circulars before taking any
new initiatives. The interviews revealed that very few principals, regardless of sector, had systems in
place to monitor digital behavior, assess progress, or collect feedback from students and staff. This
gap between leadership intent and institutional capacity highlights the need for stronger support
systems—policy frameworks, resource allocations, and feedback mechanisms—that enable school
leaders to move from aspiration to implementation.

"As the school leader, I believe it’s my responsibility to ensure ethical digital use. But I also need
tools and support." — Principal A, Private School

"I can encourage staff, but I can’t impose anything new without a circular from the administration."
— Principal E, Public School
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Throughout the interviews, principals consistently voiced concerns about their students’ digital
habits—from misinformation and distraction to screen addiction and mental health risks. Yet this
widespread awareness has not translated into systematic action. The challenges they face—conceptual
ambiguity, curriculum overload, limited authority, and lack of resources—make it difficult to
transform concern into cohesive school-wide strategies. The findings underscore a central tension:
while the need for digital citizenship education is urgent, the systems to support it remain
underdeveloped and unevenly applied.

"Kids are growing up online. If we don’t step in, they’ll learn from the wrong sources." — Principal
F, Private School

The following concept map (Figure 2) summarizes the major themes and sub-themes derived from
the semi-structured interviews, including awareness, practices, challenges, and leadership roles across

D Is.
Awareness Implementation Barriers Leadership Role
r "\ , \ , \ , )
= dléiﬁg;gm g — Uneven practices — No training 1 a cé?){rvlig(lieg ed
\ J \ J \ J \ J
r "\ , \ , \ , )
Behavior- Private: planned : Lo . ) .
= focused = e — policy/framewor — Private: proactive
\ J \ J \ J \ J
r "\ , \ , \ , )
L safety, etiquette || Publift:): incident- || Teacher || Public:
ased resistance constrained
\ J \ J \ J \ J
r "\ , \ , \ , )
Lacks rights. || Not curriculum- | | Curriculum | | No monitoring
law, privacy embedded overload systems
\ J \ J \ J \ J
r \ , \ , )
Depends on | | Weak in safety. | | Needs
individuals well-being support/resources

Figure 1 . Key Themes in School Leadership for Digital Citizenship Implementation

5. Discussion of Results20

The findings of this study reveal a significant gap in school principals’ understanding of digital
citizenship in Lebanese schools, particularly in the public sector. Quantitative data indicate that only
21.4% of surveyed principals were familiar with the term “digital citizenship,” while 45.2% selected
“maybe” and 33.3% responded “no,” suggesting that many educational leaders operate without a
clear conceptual foundation. These results were corroborated by qualitative interviews, where most
principals equated digital citizenship with basic digital safety or internet usage rules, omitting
references to broader concepts such as media literacy, ethical use, digital law, or digital rights. This
aligns with Téth et al. (2022), who found that digital natives often possess technical skills but lack
critical digital literacy, and supports Hollandsworth et al. (2011) who argued that without deep
understanding from leadership, schools fail to promote digital citizenship effectively. From a
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theoretical standpoint, this deficiency limits the operationalization of the Council of Europe’s (2020)
DCE framework and Ribble’s (2012) elements of digital citizenship within school settings.

Regarding current implementation practices, the research indicates that digital citizenship initiatives
in Lebanese schools are fragmented and inconsistent. Survey results show moderate engagement in
areas such as cyberbullying prevention and digital communication, particularly in private institutions.
However, implementation in domains like digital law, digital commerce, and cybersecurity was weak,
with wide standard deviations indicating irregular adoption. For instance, only 23.8% of principals
reported frequently educating staff and students on data privacy. Similarly, the incorporation of
digital safety into the curriculum showed low engagement, with only 21.4% “frequently”
collaborating with teachers to do so. These findings are reinforced by the qualitative interviews,
where private school leaders described structured programs and teacher collaboration, while public
school leaders largely relied on reactive measures to address incidents. The absence of formal policies
and insufficient training rendered most public school initiatives unsystematic and informal. This
confirms the literature by Orth and Chen (2013), who found that digital citizenship is often reduced to
isolated efforts in schools lacking structural frameworks. Moreover, this disconnect contradicts best
practices outlined in the literature, which emphasize the integration of digital citizenship across
subjects and the establishment of explicit behavioral codes (Baydar, 2022; Hasanah & Yusoff, 2024).
The challenges faced by school principals in promoting digital citizenship emerged as a central theme
across both data sets. Interviewed principals consistently reported limited access to professional
development, unclear national guidelines, and a lack of resources, echoing the survey's high standard
deviations and low overall scores in protective domains such as digital well-being and data privacy.
These barriers were particularly acute in public schools, where principals described bureaucratic
constraints and a lack of curricular flexibility. This aligns with the challenges reported in the
literature, particularly by Ghamrawi (2018) and Johari et al. (2023), who emphasized that Lebanese
school leaders often feel unprepared to address the ethical and pedagogical demands of digital
learning. The theoretical framework also underscores these constraints: both Ribble’s and the Council
of Europe’s models demand structured, proactive engagement from leadership—something made
difficult by systemic limitations and policy fragmentation in the Lebanese public education system
(Save the Children, 2021; Moyle, 2014).

Finally, the findings shed light on the pivotal yet underutilized role of school leadership in shaping
digital citizenship practices. While most principals acknowledged their responsibility in modeling and
promoting ethical digital behavior, few described consistent systems for teacher training, student
monitoring, or policy implementation. Private school leaders demonstrated more initiative in
coordinating teacher efforts and initiating awareness campaigns, while public school leaders
expressed frustration with the lack of autonomy and clarity from governing bodies. These findings
align with Hallinger’s instructional leadership model (2005), which emphasizes the need for strategic
planning and distributed leadership in promoting educational innovation. Without systemic support
and clear role definitions, principals struggle to fulfill their potential as change agents. This is further
supported by Vicente and Meirinhos (2023), who stress that leadership effectiveness in digital
citizenship is linked not only to knowledge but also to institutional empowerment and policy
coherence.

In conclusion, the study highlights a disconnect between the theoretical importance of digital
citizenship in today’s education and its practical implementation in Lebanese schools. It points to the
urgent need for structured training, policy development, and leadership empowerment to embed
digital citizenship meaningfully into the fabric of school culture. Without addressing these
foundational gaps, schools, especially in the public sector, risk leaving students underprepared to
navigate the digital world ethically, critically, and safely.

6. Conclusion, Recommendations, and Limitations
6.1 Conclusion

This study set out to explore the role of school leadership in promoting digital citizenship in Lebanese
public and private schools, particularly in the context of Beirut. The findings reveal a notable gap
between the recognized importance of digital citizenship and its practical implementation at the
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school level. While most principals acknowledged the urgency of equipping students to navigate
digital spaces ethically and safely, their actual knowledge of the term "digital citizenship" was
limited. The majority either lacked familiarity or held narrow, behavior-based understandings, largely
confined to online etiquette and device safety.

Quantitative and qualitative findings collectively point to a pattern of fragmented, ad hoc
implementation practices. In private schools, initiatives were more structured and proactive, often
supported by school-wide activities or embedded within specific subjects. In contrast, public school
approaches were largely reactive, triggered by incidents such as cyberbullying, and rarely supported
by institutional frameworks. Across both sectors, there was a lack of formal training, policy guidance,
and monitoring mechanisms—factors that significantly hinder the systematic promotion of digital
citizenship.

Leadership emerged as a potential driver of change but was limited by systemic constraints. Private
school principals exercised more agency, often initiating and supporting digital citizenship activities.
Public school leaders, on the other hand, cited rigid governance structures, policy vacuums, and
overwhelming workloads as key barriers to action. These findings reinforce the need to support
school leaders in their critical role as facilitators and enablers of digital transformation within
educational institutions.

6.2 Recommendations

To promote digital citizenship effectively in Lebanese schools, multi-level, coordinated action is
needed across ministries, schools, training institutions, and partners. First, at the policy level, the
Ministry of Education should take the lead in developing a national digital citizenship framework that
aligns with international models such as Ribble’s nine elements and the Council of Europe’s Digital
Citizenship Education (DCE) framework. This framework should offer a clear and comprehensive
definition of digital citizenship while also establishing practical guidelines to support implementation
across both public and private educational institutions. Furthermore, it is recommended that digital
citizenship be integrated into school accreditation standards as a core quality indicator, which would
drive systemic accountability and encourage schools to embed digital citizenship into their culture,
curricula, and improvement plans.

At the school leadership level, principals should actively promote a shared vision for digital
citizenship within their schools. This entails aligning digital ethics with the school’s mission, forming
dedicated committees, engaging families in the process, and assigning staff champions to maintain
momentum. Effective implementation also depends on integrating digital citizenship across all
subject areas rather than confining it to ICT classes. Through interdisciplinary approaches such as
scenario-based learning, media analysis, and digital storytelling, schools can nurture a deeper
understanding of responsible digital behavior among students. To ensure sustainability, schools
should establish monitoring and feedback systems that track digital behavior trends, gather input from
students and staff, and evaluate the effectiveness of digital citizenship initiatives over time.

In terms of professional development, it is critical that training bodies offer tailored leadership
programs for school principals, particularly those in public schools, focusing on legal and ethical
dimensions of digital leadership, data privacy, and critical media literacy. In addition, fostering peer
learning and communities of practice among school leaders will enable them to exchange best
practices, troubleshoot challenges collectively, and develop a support network to drive innovation in
digital citizenship education.

Finally, international organizations and NGOs have a valuable role to play, especially in supporting
vulnerable and under-resourced schools. Agencies such as UNICEF, Save the Children, and local
NGOs should invest in capacity building by developing contextualized toolkits, funding pilot
projects, and delivering practical training for school teams. In the context of Lebanon's recurring
crises, there is also a strategic opportunity to embed digital citizenship into emergency response and
recovery programs, ensuring that digital safety, ethics, and wellbeing are treated as essential
components of resilience and educational continuity.
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6.3 Limitations of the Study

While this study offers valuable insights into the current state of digital citizenship in Lebanese
schools, several limitations should be acknowledged. First, the sample size, though representative of
both public and private schools in Beirut, was limited to 42 survey respondents and 6 interviewees,
which may constrain the generalizability of findings to other regions or educational contexts in
Lebanon. Future research should expand to include rural areas and diverse school types.

Second, the study relied on self-reported data, which may be influenced by social desirability bias,
particularly in reporting leadership practices or challenges. Although triangulation between survey
and interview data helped mitigate this, observational data or student perspectives would offer a more
comprehensive picture.

Third, the rapidly evolving nature of digital technologies presents a moving target for research. The
study captures a specific moment in time, and the findings may need to be revisited as new platforms,
risks, and educational reforms emerge.

Finally, while the study adopted a strong theoretical framework (Ribble, Council of Europe, and
leadership theories), it did not engage with broader sociocultural factors such as political influences,
parental attitudes, or gender norms that may shape digital behavior and policy adoption. These remain
critical areas for future inquiry.
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